
 

 
EXECUTIVE POLICY E2.210 
USE AND MANAGEMENT OF INFORMATION TECHNOLOGY 
RESOURCES 
 
As stewards of Kapi‘olani Community College’s technology resources, CELTT staff 
are annually required to review E2.210 and E2.214. 

 

E2.210 establishes a framework for the appropriate use and management of 
institutional technology resources based upon principles of due process within the 
context of existing policy and law.  
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EXECUTIVE POLICY E2.214 
SECURITY AND PROTECTION OF SENSITIVE INFORMATION 
 
As stewards of Kapi‘olani Community College’s technology resources, CELTT staff 
are annually required to review E2.210 and E2.214. 

E2.214 provides the framework for specific practices and procedures 
associated with systems and files that contain sensitive, personal and 
confidential information within the University of Hawai‘i System.  
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HAWAI‘I REVISED STATUTE 487N 
SECURITY BREACH OF PERSONAL INFORMATION 
 

This state statute defines personal information and requirements for notification of 
affected individuals.  
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HIGHER EDUCATION OPPORTUNITY ACT 
 
This reauthorized act contains requirements involving technology deterrents 
to copyright infringement and DMCA violations.  Work is being done at the 
campus and system levels to ensure compliance.  Technology deterrents are 
being deployed at Kapi‘olani CC as part of  a comprehensive information 
security program. 
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Higher Education 
Opportunity Act pp y

Copyright related 
requirements
CELTT Presentation to Deans and Vice Chancellors, Spring 2010

1

1965 Higher Education Act signed 
into law

2008 Higher Education 
Opportunity Act reauthorizes HEA

October 2009 DOE released final 
requirements re: implementation 

July 1, 2010 new requirements 
took effect
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Annual Disclosure to Students

 informs students that unauthorized 
distribution of copyrighted material may 
subject the students to civil and criminal 
liabilities

 provides a summary of the penalties for 
violation of Federal copyright laws

 describes the institution’s policies with 
respect to violations including disciplinary 
actions
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DOE Responsibility 

 develop a summary of the civil and 
criminal penalties for violation of Federal 
copyright laws

 include as part of the Federal Student Aid 
Handbook that an institution may use to 
meet this requirement
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Institutional Requirements
 develop and implement a plan to combat 

unauthorized distribution of copyrighted 
material

 consider technology-based deterrents
bandwidth shapingp g
 traffic monitoring
accepting and responding to DMCA 

notices
a commercial product designed to 

reduce or block illegal file sharing 
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Institutional Requirements

mechanisms for informing its community 
about appropriate versus inappropriate use 
of copyrighted material

 procedures for handling unauthorized 
distribution of copyrighted material  distribution of copyrighted material, 
including disciplinary procedures

 procedures for periodically reviewing the 
effectiveness of the plans to combat 
infringement
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Institutional Requirements

 periodically review the legal alternatives 
for downloading or otherwise acquiring 
copyrighted material

make available the results of the review 
through a website or other meansthrough a website or other means

 offer legal alternatives for downloading or 
otherwise acquiring copyrighted material
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DOE Expectation

 individual institutions, national 
associations, and commercial entities will 
develop and maintain up-to-date lists that 
may be referenced for compliance with 
this provisionthis provision
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The Implications

 Aligns with our mission to create 
responsible global citizens

 Presents an opportunity to better educate 
the community about

copyright
respect for intellectual property
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The Implications

 The requirement to periodically assess our 
plans affords the chance to evaluate new 
technology developments.

 Resources need to be directed to 
licompliance

tools
time and effort – to develop policies, 

plans, and create documentation
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Role Models for Compliance
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Resources

 http://www.educause.edu/HEOA
 http://www.educause.edu/Resources/Bro

wse/LegalDownloading/33381
 http://www.educause.edu/blog/sworona

/189008
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